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Outcome E3.a – Using and sharing information for direct care
Description
You lawfully and appropriately use and share information for direct care.
The expected level for 2024/25 is Achieved.  

	Not Achieved
	Partially Achieved
	Achieved

	NA#1. Relevant staff members do not understand what direct care is, the activities it covers and when they should use and share information to facilitate it.
NA#2. Information is not always used or shared when it is needed for direct care.
NA#3. Information being used or shared for direct care is either inadequate or excessive.
NA#4. You are unsure whether individuals would reasonably expect their information to be used or shared in all instances where your organisation does so.
NA#5. There are no arrangements in place for routine information sharing for direct care.
NA#6. There is no process to share data for non-routine ad hoc direct care purposes, or it is not always followed.
	Partial achievement is not possible for this contributing outcome
	A#1. Relevant staff understand what direct care is, the activities it covers, and when they should use or share information to facilitate it.
A#2. Information is used or shared for direct care when it is needed.
A#3. Information which is used or shared for direct care is relevant and proportionate.
A#4. When information is used or shared for direct care, individuals’ reasonable expectations and right to respect for a private life are considered.
A#5. Your organisation has a process in place to enable appropriate non-routine ad hoc data sharing for direct care purposes.
A#6. There are appropriate arrangements in place for information sharing for direct care.



As documented in the Introduction to this framework, independent assessors are expected to use their professional judgement when assessing organisations against the Cyber Assessment Framework (CAF). 

The approach and documentation list described below provides guidance on how to conduct testing and should be adapted as appropriate in order to assess whether the NHS providers outcomes are effectively achieved.

Suggested approach to testing
Assessing applicability – if an organisation has determined that outcome E3.a is not relevant because they do not use or share information for ‘direct care’, obtain evidence of the process the organisation has undergone to arrive at this determination. If you are satisfied that none of the organisation’s uses of information are for ‘direct care’, they can declare ‘Achieved’ for this outcome and it is not necessary to further audit the steps outlined below.

1. Policies and procedures - obtain and inspect documents provided by the organisation showing how they manage information sharing for direct care and assess whether they cover:
a) Direct care information sharing the organisation routinely engages in as part of providing its essential services, including categories of organisations and individuals who information is shared with (A#2, A#6)Scenarios where direct care information sharing can be handled by non-IG staff roles (A#2)
b) 
c) Health and care staff and support staff knowing that they should ask for advice from the Caldicott Guardian or IG team when dealing with difficult direct care information sharing requests (A#2, A#6)Scenarios where direct care information sharing requires escalation to IG team or equivalent (A#2, A#6)
d) 
e) How the organisationy ensures information sharing is relevantnecessary and proportionate (A#3)
f) How the organisationy ensures individuals’ reasonable expectations and right to respect for a private life are considered in sharing decisions where relevant (A#4)
g) A process to enable appropriate non-routine ad hoc data sharing for direct care (A#5)
2. Staff awareness - Obtain evidence of how the organisation:
a) Identifies relevant staff roles who need to have an understanding of processes for direct care information sharing (A#1)
b) Makes relevant staff aware of scenarios where they should share information for direct care (A#1, A#2)
c) Makes relevant staff aware of scenarios where they should escalate direct care information sharing decisions to IG team or equivalent (A#1, A#2)
d) Makes relevant staff aware of their obligation to only share information which is proportionate and relevant (A#3)
3. Data sharing arrangements - verify that:
a) The organisation has agreed internal thresholds for direct care information sharing, which, when met, trigger a review of whether an arrangement such as a data sharing agreement, a sharing framework, a Data Protection Impact Assessment (DPIA), etc. is needed or would be beneficial (A#6)
b) The organisation has procedures for ensuring that sharing arrangements for direct care appropriately cover the nature of the information being shared, ensuring sharing is appropriate and proportionate, and clarifying roles and responsibilities in the sharing (A#3, A#6)


Suggested documentation
· Evidence of policies and procedures for direct care information sharing
· Training needs analysis and materials used for staff awareness
· Documents related to data sharing arrangements for direct care


Outcome E4.a – Managing records
Description
You manage records in accordance with your organisation's professional responsibilities and the law.
The expected level for 2024/25 is Achieved.  

	Not Achieved
	Partially Achieved
	Achieved

	NA#1. Some records are not in the locations indicated on the record keeping system.
NA#2. You do not have an approved process for disposing of records or it is not routinely followed.
NA#3. You are keeping data that identifies individuals for longer than it is needed.
NA#4. Your standards for record keeping are not in alignment with the Records Management Code of Practice.
	Partial achievement is not possible for this contributing outcome
	A#1. Your organisation understands legal and professional obligations for records management.
A#2. You have a record keeping system implemented at the organisational level which covers every stage of the information lifecycle and arranges records into an appropriate classification scheme.
A#3. Records are appraised at the end of their retention period and disposed of when appropriate.
A#4. Data destruction can be evidenced via destruction certificates or equivalent.
A#5. Your organisation has a robust process to ensure that data that identifies individuals is not kept for longer than necessary.






As documented in the Introduction to this framework, independent assessors are expected to use their professional judgement when assessing organisations against the Cyber Assessment Framework (CAF). 

The approach and documentation list described below provides guidance on how to conduct testing and should be adapted as appropriate in order to assess whether the NHS providers outcomes are effectively achieved.

Suggested approach to testing
1. Records management policy - obtain and inspect the records management policy (or equivalent), and assess whether it contains:
a) A list of professional and legal obligations for records management (A#1)
b) The stages of the information management’s lifecycle, including generation and collection, classification, processing, archiving and disposal. For each stage, the policy should clearly document the responsibilities of each stakeholder including patients (A#2)
c) A defined classification scheme, which is based on the type of data (for example financial data, patient data, etc), the sensitivity of data and the volume of data (A#2)
d) A clear retention period, with ownership for disposal being clearly assigned; (A#3)
e) A disposal process, including ownership, and the information and evidence which should be retained by the organisation relating to records disposal (A#4)
2. Record locations - verify how the organisation reduces the probability of records being filed and held in incorrect locationsplaces on its records keeping systems (A#2)
3. Appraisal process - obtain and inspect evidence of the organisation’s process for appraising and removing records. Verify that: 
a) it clearly outlines how the organisation takes reasonable efforts to remove data which is no longer necessary (A#3), (A#5) 
b) it is realistic and takes into account practical limitations of the organisation’s storage solutions, systems and staff resources for performing manual reviews (A#3), (A#5)
c) it ensures that where records are disposed of, evidence of the disposal is retained by the organisation (A#3), (A#5)
d) it identifies risks associated with records the organisation has chosen to retain, which have been signed off by an appropriate senior member of staff (A#3), (A#5) 
4. Records at the end of retention period - obtain and inspect an example of a record or records which were appraised at the end of their retention period and disposed of where appropriate. This could be in the form of meeting minutes or documented evidence of disposal or transfer (A#3)
5. Data destruction via third parties - if the organisation uses a third party for data destruction, select a sample from the disposal list and confirm there is valid destruction certificates or equivalent evidence for all included in the sample (A#4)
6. Record keeping system -– verify what practical measures the organisation has in place via its record keeping system to ensure that:obtain evidence of the record keeping system in place at the organisation, and evaluate its implementation against the policy using a sample (A#2)
a) records can be easily located and retrieved when needed (A#2)
b) the organisation can audit records access, creation of records, amendments to records or deletion of records when needed (A#2)
c) 
Retention and disposal process - obtain and inspect the process in place to ensure that data that identifies individuals is not kept for longer than necessary. This process should define what data can be used to identify individuals, should refer to the classification scheme and the retention period, and include clear ownership for ensuring data is disposed of once its retention period is up (A#5) 

Suggested documentation
· Records Management Policy or equivalent
· Evidence of processes in place to reduce the probability of records being filed in incorrect locations
· Record keeping system
· Retention and disposal process
· Documented evidence of records disposed of
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