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Principle: E3 Using and sharing information

Contributing outcome: E3.a Using and sharing information for direct care

	
"You lawfully and appropriately use and share information for direct care.”




Overview

This contributing outcome relates to your organisation facilitating the lawful and appropriate using and sharing of information for direct care.

If you have assessed all your organisation’s uses of information and determined that none of the uses are relevant to direct care, you should mark this outcome as ‘Achieved’. In your supporting statement, you should explain the process you have gone through to reach your determination.

Using and sharing information for direct care

Your organisation has a duty to share information about a patient or service user for direct care purposes unless a specific exception applies. This is set out in the Health and Social Care Act 2012. 

Your organisation’s policies and procedures for using and sharing information for direct care should reflect that an appropriate legal basis is considered under both Common Law and UK GDPR, and also be informed by the National Data Guardian's Caldicott Principles.

Exceptions

Specific exceptions exist where you would not use or share information, including: 

· where a service is an anonymous access provider, such as a dedicated human immunodeficiency virus (HIV) and sexually transmitted disease (STI) service, as set out in the Health and Social Care Act 2012 
· where there are specific other legislation which prevent information being shared such as the Gender Recognition Act 2004 

Your organisation must be aware of these legal restrictions on using and sharing information.

Patient or service user objections

Your policies and procedures for using and sharing information for direct care should cover patient or service user objections as required by the Health and Social Care Act 2012. 

Patient records may indicate that a patient or service user does not want a particular piece of information to be shared. These situations must be considered on a case-by-case basis, involving health and care colleagues and your Caldicott Guardian as appropriate, balancing the information preferences of the individual and the impact on their care. The impact of any decision to withdraw consent must be clearly explained to the individual, bearing in mind that in some circumstances, this will mean they will not be able to be treated.

Arrangements for information sharing for direct care

If you’re routinely sharing data with another controller organisation, it is good practice to have arrangements in place such as:

· data sharing agreements (see NHS England’s Data Sharing and Processing Agreement template for more information)
· agreed policies, processes and procedures (information sharing frameworks, data protection impact assessments (DPIAs))

There are different forms your arrangements for information sharing can take. What is important is that you can demonstrate that you have considered:

· the nature of the information being shared
· measures to ensure the sharing adheres to legal and professional requirements
· roles and responsibilities of those involved in the sharing

Supporting evidence

To support your response, you can review and upload (or link to) evidence which best demonstrates your achievement of the contributing outcome. Examples include:

· minutes and terms of reference from relevant meetings and groups
· documented evidence of information sharing decisions made (disclosure log for example)
· privacy and transparency information (such as privacy notices, public communications with patients and employees)
· training needs analysis
· policy, process, procedure or strategy documents (confidentiality and data protection for example) 
· record of processing activities or equivalent
· data sharing agreements
· data protection impact assessments (DPIAs)

This is not an exhaustive list. You’re welcome to provide other types of evidence if you feel they are relevant to the contributing outcome.

Your supporting statement should cross-reference how each piece of evidence provides justification for your achievement of the contributing outcome, including relevant page numbers where appropriate. 

Interpreting indicators of good practice

	Indicator(s) of good practice
	
Term
	
Interpretation

	A#1

Relevant staff understand what direct care is, the activities it covers, and when they should use or share information to facilitate it.

	‘relevant staff’
	These should include anyone who has access to confidential patient information. Examples include, but should not be limited to: 

· information governance (IG) staff members who are involved in implementing policies and procedures around using and sharing information for direct care
· members of the clinical care team who would access and share information, if needed, for the direct care of patients and service users


	A#1

Relevant staff understand what direct care is, the activities it covers, and when they should use or share information to facilitate it.

	‘direct care’
	For the purposes of the DSPT assessment, “direct care” should be interpreted as per the definition given in the National Data Guardian’s 2013 Information Governance Review. 



	A#3

Information which is used or shared for direct care is relevant and proportionate. 

	[bookmark: _Int_xVGfh9M0]‘relevant and proportionate’
	Assessing the relevance and proportionality of information before using or sharing it forms part of your legal obligations under UK GDPR and professional obligations under the Caldicott Principles.

Decisions made in situations where there is a question over relevance or proportionality should be justified and recorded. 



	A#5

Your organisation has an appropriate process in place to enable appropriate non-routine ad hoc data sharing for direct care purposes.

	‘non-routine ad hoc data sharing for direct care purposes’
	Most information sharing for direct care will occur within your organisation. 

However, you may receive information requests from health or care organisations for direct care who you do not have data sharing agreements in place with, for example organisations situated abroad. These requests should be considered on a case-by-case basis, with controls to ensure that data protection principles and best practices for information sharing are adhered to. See NHS England guidance on using and sharing information with confidence for more information.




Additional guidance

For additional guidance, see:

NHS England | Use and share information with confidence
NHS England | Information sharing in multidisciplinary teams
NHS England | Sharing information with the voluntary sector
NHS England | HIV and sexually transmitted infections (STIs)
Information Commissioner’s Office | Data sharing: a code of practice



Principle: E4 Records management

Contributing outcome: E4.a Managing records

	
"You manage records in accordance with your organisation's professional responsibilities and the law.”




Overview

To meet the requirements of this contributing outcome, your organisation must assure that it manages records in accordance with its professional responsibilities and the law. This includes all the types of records which are defined as being covered in the scope of the Records Management Code of Practice 2021.

Mapping to the 23-24 DSPT framework 

Under the previous 23-24 data security and protection toolkit (DSPT) framework, your organisation was required to perform activities that help meet the expectations of this contributing outcome.

For more detail on what these activities were, see the mapping exercise published by NHS England and Department of Health and Social Care (DHSC).

Managing records appropriately

The Records Management Code of Practice 2021 will support you in developing a policy and managing records appropriately. It provides a framework for consistent and effective records management based on established standards. It covers organisations working within, or under contract to the NHS in England. The Code also applies to adult social care and public health functions commissioned or delivered by local authorities.

Record locations

You should ensure that your organisation has technical and organisational measures in place to protect the integrity of records over their period of use and retention. These should reduce the possibility of misfiles and records being held in the wrong locations. These may include:

· Technical controls to prevent unauthorised access and alteration
· Training to make staff aware of the potential for error and their professional obligations when accessing and filing records
· Lessons learned activities following records integrity breaches to raise awareness and address problem processes 

Records appraisal

Appraisal is the process of distinguishing records of continuing value from those of no further value, and disposing of the latter. Appraising records at the end of their retention periods will support organisational accountability measures and help you maintain the efficiency of your records management systems by limiting records held to only those of value.

You should have a realistic plan for appraising and removing records which reflects your organisation taking reasonable efforts to remove data which is no longer necessary. A practical way of achieving this is outlined below.

Records can be categorised into suitable groups according to the systems and storage solutions where they are held (your information asset register may be a useful starting point for this), for example: 

· Physical clinical records
· Records stored on EPR
· Corporate records held in cloud storage (i.e. generated through Microsoft Office 365 services)
· Health records held in cloud storage (i.e. generated through Microsoft Office 365 services)
· Patient data held on bespoke clinical systems

For each record group, an appraisal approach can be outlined which takes into account:

· the technical capabilities of storage solutions and systems for removal
· the staff resources available for manual review and removal of records wherever this would be needed 
· the risk of retaining the records 

Your organisation’s approach to appraisal and removal for each records group could then be documented, signed off by the relevant committee, and any residual risks associated with ongoing retention of records which may have elapsed their retention periods accepted by your SIRO to demonstrate achievement of the outcome.

Records disposal

There are several ways you might dispose of records after appraisal, depending on how they have been stored by your organisation. 

· Destruction of paper records – Paper records selected for destruction can be destroyed, subject to following ISO 15489-1:2016. Destruction can be conducted in-house or under contract with an approved offsite company.
· Destruction of digital records - Destruction implies a permanent action. Any destruction of hardware, hard drives or storage media must be auditable in respect of the information they hold. For further information including on the standards for secure sanitisation, please see B3.e Media / equipment sanitisation and National Cyber Security Centre guidance.
· Putting records beyond use - If a system doesn’t allow permanent deletion, then reasonable efforts should be made to remove the record from normal daily use. It should be marked in such a way that anyone accessing the record can recognise it as a dormant or archived record. 
· Transferring to national archives - some records will have historical or archival value, and so will need to be transferred to your nearest Place of Deposit. Your records manager or lead should build up a relationship with the Place of Deposit, who can provide advice on what records to permanently preserve, and to arrange transfer at a suitable time.

Data disposal

Data destruction can be physical (such as shredding) and digital (secure deletion). Your data disposal contracts and suppliers should reference or include guidance on disposal of electronic media containing personal or sensitive data. For further information including on the standards for secure deletion, please refer to the HYPERLINK "https://www.ncsc.gov.uk/guidance/secure-sanitisation-storage-media"National Cyber Security Centre guidance.

For more information on disposal methods, please see Records Management Code of Practice 2021.
Traditionally, paper-based disposal has consisted of simple vertical shredding. However, this method is not suitable for sensitive or confidential information. BS EN 15713:2009 and the HMG Information Assurance Standard (IS5) requires the shredding of sensitive paper records to be conducted using a cross cut shredder that cuts the paper into pieces of no more than 15mm x 4mm.

Destruction via third party suppliers

If your organisation uses third parties to dispose of (destroy by any means, including incineration) or archive personal data, there should be a contract in place which requires the third party to have appropriate security measures in place in compliance with data protection law.

Your third-party supplier should record each item that has been disposed of on a destruction certificate. This can be one certificate per item, or multiple items on one certification. It is important that these items are known and can be referenced individually.

A destruction certificate with the following line item is not acceptable given that items have not been referenced individually and they are untraceable:

· 50 x SATA mixed sized hard drive destroyed 

Whereas a destruction certificate such as the below, where items are individually referenced and the disposal method is specified, would be acceptable:

· Hitachi (HGST) 500gb 500 GB 2.5 Inch 5400 RPM Sata Hard Drive (s/n 999787989ui9) status shredded
· Western Digital Scorpio Blue 500GB Sata 8MB Cache 2.5 Inch Internal Hard Drive (s/n WD21377878nh98) status shredded

See ‘B3.e Media / equipment sanitisation’ for more information relating to reuse, repair, disposal or destruction of devices, equipment and removable media. 


Supporting evidence

To support your response, you can review and upload (or link to) evidence which best demonstrates your achievement of the contributing outcome. Examples include:

· policy, process, procedure or strategy documents (such as records management, records classification scheme)
· minutes and terms of reference from relevant meetings and groups 
· training needs analysis referencing records management requirements
· spot checks confirming integrity and availability of records
· data protection impact assessments (DPIAs) conducted in relation to records management
· certificates of destruction or accession to local place of deposit
· lists of records which have been disposed of 

This is not an exhaustive list. You are welcome to provide other types of evidence if you feel they are relevant to the contributing outcome.

Your supporting statement should cross-reference how each piece of evidence provides justification for your achievement of the contributing outcome, including relevant page numbers where appropriate. 

Interpreting indicators of good practice

	Indicator(s) of good practice
	
Term
	
Interpretation

	NA#1

Some records are not in the locations indicated on the record keeping system.
	‘some records’
	Due to human error, some records may be misfiled or held in the wrong location on your record keeping system without your organisation being aware. This, in and of itself, does not result in failure of the E4.a outcome. 

What is important is that where you become aware of records being filed in the wrong locations, you have procedures to ensure this is rectified appropriately and without undue delay. You should also procedures in place to reduce the probability of this happening in the first place (see ‘Records integrity’ section above for more information).



Additional guidance

For additional guidance, see:

NHS England | Records Management Code of Practice

Mapping to other cyber frameworks

NHS England and DHSC have produced a mapping document showing where the requirements of the CAF-aligned DSPT overlap with those of other cyber frameworks. New frameworks will be added to this document over the course of the year. 
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