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[bookmark: _Toc478499767]Information Risk Management for SIROs and IAOs 
[bookmark: _Toc478499768]Description 
This learning contains practitioner level material aimed at all staff members who are involved in the management of information assets particularly SIROs and IAOs.
In this session you will learn why information risk is important and understand your responsibilities towards information assets.
An assessment is included at the end which you should use to test your understanding of the learning. You should check with your IG lead whether your responses need to be recorded and logged.
Author: NHS Digital External IG Delivery 
Duration: Approx. 40 minutes
[bookmark: _Toc478499769]Learning objectives 
By the end of this workbook you will understand: 
· The need for information risk management within health and care.
· The recommended approach to information risk management.
· The role and responsibilities of the Senior Information Risk Owner (SIRO) and Information Asset Owners (IAOs) in providing assurance that information risk is being managed effectively.
· The role of Information Asset Administrators (IAAs) e.g. operational staff, to assist IAOs within larger organisations.
· What is meant by an organisation’s information assets and how risks to them should be identified and managed.
· The key to successful information risk management.



[bookmark: _Toc478499770]Introduction
Information is a valuable resource. Its loss can damage reputations and services, its misuse can damage organisations and individuals.
Managing the risks to our information is clearly something we need to do, and be seen to do, well. 
[image: ]

The ‘Review of Data Security, Consent and Opt-Outs 2016’ led by the National Data Guardian (NDG), Dame Fiona Caldicott, set out three Leadership Obligations and ten Data Security Standards that are applicable to all health and care organisations. 
The Review made it clear that the NDG expects CEOs and Boards (and equivalent) of health and care organisations to put effective information risk management high on their list of priorities. You can find the Review on the NDG website at: https://www.gov.uk/government/organisations/national-data-guardian/about. 
So what did the Review Panel mean by information risk?


[bookmark: _Toc478499771]What is information risk?
A simple equation may help you understand the concept of risk more clearly. Risk is the outcome of a combination of threat and vulnerability.

[image: ]

[bookmark: _Toc478499772]Threat
Definition: A potential cause of an event (attack, accident or error) or source of danger. Threats are not always obvious, particularly to those who are not used to considering risks and how to avoid them. 
[bookmark: _Toc478499773]Vulnerability
Definition: A flaw or weakness of an information asset or group of assets that can be exploited by threat. This could be a design weakness in a system, an undocumented procedure or even an individual. You can help to reduce vulnerability by making yourself less open to attack – but you cannot avoid a threat completely unless you avoid the activity associated with the threat. As with threats, vulnerabilities are not always obvious and need to be identified and considered through appropriate risk management processes, training and education.



[bookmark: _Toc478499774]Scenario
Let us consider the well-publicised incident involving emailing patients.

[image: ]

A member of staff in the clinic sent a HIV related newsletter to the 781 subscribers of service. 
[image: ]

In error the “to” field was used and not the blind carbon copy (“bcc”) field. The recipients of the e-mail could therefore see the e-mail addresses of all the other recipients.  



[bookmark: _Toc478499775]What went wrong?
	[image: https://upload.wikimedia.org/wikipedia/commons/1/19/ICO_logo.png]The ICO investigation report, which detailed the conclusions of the team that investigated this incident, found that there were a number of reasons why this happened. What do you think they might have been? Tick two or more options from the answers listed, and then check your answers with the feedback below.

	A
	There was no specific training to remind staff to double check that the group e-mail addresses were entered into the correct field. 
	

	B
	The clinic did not inform the service users when they subscribed that their e-mail addresses would be used to send newsletters to them and to other service users by bulk mail.
	

	C
	The Trust did not replace the e-mail account it was using with an account that could send a separate e-mail to each service user on the distribution list.
	



Feedback: 
All three options are true
There was no specific training to remind staff to double check that the group e-mail addresses were entered into the correct field - there was no training in place that covered how to treat mass emails. 
The clinic did not inform the service users when they subscribed that their e-mail addresses would be used to send newsletters to them and to other service users by bulk mail - the organisation did not inform service users adequately how they were going to use their email addresses.
The Trust did not replace the e-mail account it was using with an account that could send a separate e-mail to each service user on the distribution list - they did not have a system in place to email service users separately or to enforce bcc for bulk mails.


[bookmark: _Toc478499776]What you’ll do in this module 
The incident at the Trust could have happened in any organisation that uses email to contact sensitive user groups or send information about sensitive topics. It demonstrates how essential it is to have the proper information risk management procedures and trained personnel.

[image: ]
The Government has a formal approach to managing information risk through a hierarchy of accountable roles.
This workbook gives you the background information that will help you to undertake the role of the Senior Information Risk Owner (SIRO) or of an Information Asset Owner (IAO). 
You’ll recall that the learning objectives for this workbook are:
· The need for information risk management within health and care.
· The recommended approach to information risk management.
· The role of SIROs and IAOs in providing assurance that information risk is being managed effectively.
· The role of Information Asset Administrators (IAAs) e.g. operational staff, to assist IAOs within larger organisations.
· What is meant by an organisation’s information assets and how risks to them should be identified and managed? 
· The key to successful information risk management.

[bookmark: _Toc478499777]How should information risk be approached? 
The key requirement is for information risk to be managed in a robust manner within work areas (and not be seen as something that is the sole responsibility of IT or IG staff) and for information assurance to be provided in a consistent manner.

[image: ]

To achieve this, a structured approach is needed, building upon the existing Information Governance Framework within which many parts of the health and care are already working. This structured approach rests upon the identification of an organisation’s information assets and assigning ‘ownership’ of those assets to senior accountable staff.







[bookmark: _Toc478499778]What is information risk management? 
Information risk is inherent in all administrative and business activities and everyone working for or on behalf of health or care organisations continuously manages information risk.

[image: ]
[bookmark: _Toc478499779]Why is information risk management so important?
The aim of information risk management is not to eliminate risk, but rather to provide the structural means to consistently identify, prioritise and manage the risks involved in all business activities. It requires a balance between the cost of managing and treating information risks, and the anticipated benefits that will be derived.
[bookmark: _Toc478499780]What are the objectives of information risk management?
The objectives are to:
· Protect the organisation, its staff and its patients / service users from information risks where the likelihood of occurrence and the consequences are significant.
· Meet legal or statutory requirements.
· Assist in safeguarding the organisation’s information / digital assets. 
[bookmark: _Toc478499781]How can these objectives be achieved?
The way to achieve these objectives is to:
· Provide a consistent framework in which information risks will be identified, considered and addressed in key approval, review and control processes.
· Encourage proactive management of risk rather than reactive incident response.

[bookmark: _Toc478499782]Summary
You’ve reached the end of this introductory section. Here’s a summary of the main points.

[image: C:\Users\damo2\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\VOZ6AZQ8\scales-icon-large[1].jpg]

· Health and care organisations have responded to Government instructions and guidance that set out the responsibilities for information risk management, by developing a structured approach in which the information assets of an organisation are identified and ownership of them is assigned to senior accountable staff.
· The SIRO provides assurances to the Accounting Officer (usually the CEO or Managing Director). 
· In turn, IAOs are responsible for managing information risk and providing assurances to the SIRO.
· The aim of information risk management is not to eliminate all risk but to provide a framework in which risk can be reliably identified, prioritised and managed, so that health and care organisations are protected from potentially adverse consequences.



[bookmark: _Toc478499783]Information risk management structure
[bookmark: _Toc478499784]Introduction
[bookmark: _Toc477955975]In this topic you’re going to look at the information risk management (IRM) structure in more detail.
[bookmark: _Toc477955976][image: A professional at a desk, working.]
[bookmark: _Toc477955977]The structure is based on tried and tested risk management techniques and is in line with the guidelines published by the Cabinet Office for the public sector.
[bookmark: _Toc477955978]By the time you’ve completed this topic you should understand:
· [bookmark: _Toc477955979]The IRM structural model.
· [bookmark: _Toc477955980][bookmark: _Toc477955981]The main responsibilities of the SIRO and IAO.
· The resources available to support staff in these roles.





[bookmark: _Toc478499785]The IRM structural model
[bookmark: _Toc478499786]Key roles in the IRM model
Here’s a diagram of the IRM structural model.
[image: The information risk management structure pyramid.]
[bookmark: _Toc478499787]Accounting Officer
The Accounting Officer (CEO/Managing Director or equivalent) has overall responsibility for ensuring that information risks are assessed and mitigated to an acceptable level. Information risks should be handled in a similar manner to other major risks such as financial, legal and reputational risks. Reference to the management of information risk and associated information governance practice is required in the Annual Governance Statement which the Accounting Officer is required to sign.
[bookmark: _Toc478499788]Senior Information Risk Owner
The Senior Information Risk Owner (SIRO) is an executive Board / senior management team member who is familiar with information risks and provides the focus for the management of information risk at that level. He/she must provide the Accounting Officer with assurance that information risk is being managed appropriately and effectively across the organisation and for any services contracted for by the organisation.
[bookmark: _Toc478499789]Information Asset Owner
Information Asset Owners (IAOs) are senior individuals involved in running the relevant business. Their role is to understand what information is held, what is added and what is removed, how information is moved, and who has access and why. As a result they are able to understand and address risks to the information assets they ‘own’ and to provide assurance to the SIRO on the security and use of the assets. In larger organisations, an IAO might be a department head, for example.
[bookmark: _Toc478499790]Information Asset Administrator
Information Asset Administrators (IAAs) ensure that policies and procedures are followed, recognise actual or potential security incidents, consult their IAO on incident management, and ensure that information asset registers are accurate and up to date. These are optional roles, not all organisations will have IAAs, but in a larger organisation this role could be filled, for example, by an operational member of staff who is responsible for one or more information assets.
[bookmark: _Toc478499791]Why this model for managing information risk?
The aim is to ensure that information risk management is seen as a key responsibility for appropriate staff and that they are accountable for outcomes.
[image: The information risk management structure pyramid.]
You need to ensure that information risk management:
· is comprehensive (this means you need to make sure it covers all the information assets in the organisation);
· takes full advantage of existing authority and responsibility structures (i.e. don't reinvent something if it is already there);
· associates tasks with appropriate management levels;
· avoids unnecessary impacts on day to day business;
· ensures that all the necessary activities are discharged in an efficient, effective, accountable and visible manner.
We will next look more closely at the responsibilities of the SIRO and the IAOs.


[bookmark: _Toc478499792]The SIRO’s role and responsibilities 
The role and responsibilities of the SIRO fall into four main categories.

[image: Someone holding some files.]
Leading and fostering a culture that values, protects and uses information for the success of the organisation and benefit of its customers
The SIRO needs to find ways of actively fostering such a culture, both across the organisation and with its business partners. For information risk management to be effective, it’s essential that everyone in the organisation is aware of its importance and receives appropriate training. Sometimes people are nervous about risk and about reporting it. If risk is reported, beneficial changes can be made to mitigate it. 
Owning the organisation’s information risk and incident management framework
To ensure that the information risk and incidents are managed properly, the SIRO needs to be familiar with the organisation’s business and goals, particularly in relation to the way it uses internal and external information assets.
IAOs need to be identified for all the organisation’s information assets. The SIRO needs to make sure the IAOs understand their roles and have appropriate support.
The aim is to mitigate risk, not eradicate it. This means that there may be times when there is an information ‘incident’. The SIRO needs to have response and management procedures in place for when such an incident occurs. This includes the reporting of ‘perceived’ or ‘actual’ Serious Incidents Requiring Investigation (SIRIs) involving data loss or confidentiality breach but is of course far wider. The SIRO also needs to establish a corporate culture in which, when things do go wrong, people are confident enough to share the lessons learned.
Owning the organisation’s overall information risk policy and risk assessment processes and ensuring they are implemented consistently by IAOs
This is a very broad ranging responsibility, but amongst other tasks the SIRO has to do the following: 
· Act as an IRM focal point dealing with risk resolution across the organisation and with other escalated risk issues raised by IAOs, Information Security Officers, Auditors or others. 
· Initiate and oversee a comprehensive programme of work that identifies, prioritises and addresses IG risk and systems’ accreditation for all parts of the organisation, with particular regard to information systems that process personal data.
· Ensure that privacy impact assessments are carried out on all new projects when required, in accordance with the guidance provided by the Information Commissioner (and later under the General Data Protection Regulation), and that information risk assessments are completed on a quarterly basis, taking account of all available Information Governance and data security guidance from NHS Digital and CareCERT.
· Develop and implement an information risk policy that is appropriate to all departments of the organisation and their uses of information, setting out how compliance will be monitored.
· Ensure that information risk management methods and standards are documented, applied and maintained consistently throughout the organisation’s information risk assessment process and management framework.
· Review all key information risks faced by the organisation and its partners, on a regular basis, ensuring that mitigation plans are robust. These risk assessments and mitigation actions will need to benefit from appropriate independent scrutiny so that the identified risks can inform investment decisions including outsourcing. 
Advising the Chief Executive or relevant Accounting Officer on the information risk aspects of his/her Annual Governance Statement
Building on the quarterly reviews of information risk that need to be conducted by the IAOs and the annual assessment of IG performance conducted through the centrally provided tool, the SIRO has to sign off an annual assessment of organisational compliance.




[bookmark: _Toc478499793]The role of IAOs
[image: The information risk management structure pyramid with questions about who and what attached.]
[bookmark: _Toc478499794]Who is the IAO?
The Information Asset Owner (IAO) will be a senior member of staff who is the nominated owner for one or more identified information assets of the organisation. 
[bookmark: _Toc478499795]The IAO and compliance
It is a core IG objective that all Information Assets (IAs) of the organisation and those held jointly with other organisations are identified and that the business importance of those assets is established.
IAOs have been required for a number of years in those organisations that have been measuring their Information Governance processes using the centrally provided assessment tool. 
However, whilst building upon the existing guidance on the management of information assets, the new emphasis on accountability requires that existing arrangements are reviewed to ensure IAOs have the required seniority and authority. 
[bookmark: _Toc478499796]IAO seniority
It is important to distinguish IAOs from more junior staff who have been assigned responsibility for day to day management of information assets, but are not directly accountable to the SIRO. The SIRO/IAO hierarchy identifies accountability and authority to effect change where required and to mitigate against identified risk.
[bookmark: _Toc478499797]IAOs working together
It’s also important that IAOs within an organisation work closely together to ensure there is comprehensive information asset ownership and clear understanding of individual responsibilities and accountabilities. This is particularly true when IAs are shared by different parts of the organisation.

[bookmark: _Toc478499798]The IAO’s responsibilities
The responsibilities of the IAO fall into four main categories.
[image: A person working at a laptop, looking thoughtful.]
Leading and fostering a culture that values, protects and uses information for the success of the organisation and benefit of its customers
To do this the IAOs need to:
· Understand the SIRO’s plans to achieve and monitor the right IG culture, across the organisation and with its business partners.
· Take visible steps to support and participate in that plan (including completing own training).
· Ensure that staff understand the importance of effective Information Governance and receive appropriate education and training.
· Consider whether better use of any information held is possible, within applicable Information Governance rules, or where information is no longer required.
Knowing what information comprises or is associated with the asset, and understands the nature and justification of information flows to and from the asset
This requires the IAO to:
· Maintain an understanding of ‘owned’ assets and how they are used. 
· Approve and minimise information transfers while achieving business purposes.
· Approve arrangements where it is necessary for information to be put onto portable or removable media like laptops and USB drives and ensure information is effectively protected.
· Approve the disposal mechanisms for information from the asset. 
Knowing who has access to the asset, whether system or information, and why, and ensures access is monitored and compliant with policy
The IAO needs to ensure that:
· He/she understands the organisation’s policies on the use of information and the management of information risk. 
· Decisions on access to IAs are taken in accordance with IG good practice and the policies of the organisation.
· Access provided to an asset is the minimum necessary to satisfy business objectives.
· The use of the asset is checked regularly and that use remains in line with policy.
Understanding and addressing risks to the asset, and providing assurance to the SIRO
The IAO needs to: 
· Seek advice from IG subject matter experts when reviewing information risk.
· Conduct privacy impact assessments for all new projects that meet the criteria specified by the Information Commissioner (and later under the General Data Protection Regulation).
· Undertake regular risk assessment reviews (quarterly) for all ‘owned’ information assets and report to the SIRO, ensuring that information risks are identified, documented and addressed.
· Escalate risks to the SIRO where appropriate and to make the case where necessary for new investment to secure ‘owned’ assets.
· Provide an annual written assessment to the SIRO for all assets ‘owned’ by them.










[bookmark: _Toc478499799]Support for SIROs and IAOs
It’s important to realise that these key roles don’t work in isolation. They need to fit into the wider organisational structure, i.e. everybody needs to be aware of Information Governance and play their part. SIROs and IAOs need to know who they will receive support from.

[image: The information risk management structure pyramid.]

[bookmark: _Toc478499800]The pyramid
Information Risk Management is a component of Information Governance but the introduction of an accountable hierarchy that sits with business managers rather than specialist staff requires a new approach. 
The SIROs and IAOs need support to carry out their roles effectively.
[bookmark: _Toc478499801]The arrow labelled ‘Who?’
Among those who can support IAOs and SIROs to identify and mitigate against information risk are Caldicott Guardians, information security experts, data protection staff, and information governance generalists. 
[bookmark: _Toc478499802]The arrow labelled ‘What’
The support they can provide includes staff training and support, advising on IAO information risk reviews, assisting with the delivery of mitigating actions and ensuring that the organisation’s approach to managing information risk is accurately reflected in the Annual Governance Statement. 


[bookmark: _Toc478499803]Other resources
Whilst there will be many lessons learned from this approach to information risk management, there are already a range of materials provided to support health and care organisations.
[image: C:\Users\damo2\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\A273114W\google-search-tips[1].jpg]
[bookmark: _Toc478499804]The Information Governance Alliance (IGA)
The Information Governance Alliance (IGA) is the authoritative source of advice and guidance about the rules on using and sharing information in health and care. The core members of the IGA are the Department of Health, NHS England, NHS Digital and Public Health England. Representatives from the Information Commissioner's Office and the National Data Guardian's Office also sit on the Board.
The IGA offers advice and support, develops networks, publishes guidance, endorses guidance produced by others, and works with local and national organisations to improve knowledge and practice of information governance across the health and care system. You can access guidance, the IGA newsletter, and information about events from their website at: https://digital.nhs.uk/information-governance-alliance 
The IGA can be contacted via exeter.helpdesk@nhs.net.
[bookmark: _Toc478499805]CareCERT
Care CERT offers advice and guidance to help health and care organisations respond effectively and safely to cyber security threats. CareCERT consists of three key services, which support stronger cyber security across health and care:
· a national cyber security incident management function 
· issuing national level threat advisories, for immediate broadcast to organisations across the health and care sector 
· publishing good practice guidance on cyber security for the health and care system
[bookmark: _Toc477511298][bookmark: _Toc478499806]NHS Digital - External Information Governance
The External Information Governance Delivery team at NHS Digital works closely with the IGA, and provides advice and guidance for IG queries via the IG helpdesk at: exeter.helpdesk@nhs.net.
[bookmark: _Toc478499807]Strategic IG Networks (SIGNs)
Strategic IG Networks run in each area enabling information governance practitioners to meet and share ideas and materials. A national SIGNs Chairs Group currently meets at least quarterly, where representatives from each area can escalate issues to NHS Digital and NHS England, and seek solutions to problems. The aim of the networks is to help reduce isolation at a local level by supporting peer engagement. The networks give you the chance to speak to people who can assist with the information governance agenda and engage on key issues.
To find a network in your area please contact the IGA via exeter.helpdesk@nhs.net.
[bookmark: _Toc477511258][bookmark: _Toc478499808]The National Data Guardian
Dame Fiona Caldicott is the first National Data Guardian (NDG). The role advises and challenges the health and care system to help ensure that citizens’ confidential information is safeguarded securely and used properly. The NDG Panel is an independent group of experts that advise and support this work. 
The Review of Data Security, Consent and Opt-Outs carried out in 2016 by the NDG Panel sets out three Leadership Obligations and ten Data Security Standards that are applicable to all health and care organisations. 
You can find out more on the NDG website at: https://www.gov.uk/government/organisations/national-data-guardian/about
[bookmark: _Toc478499809]UK Caldicott Guardian Council
The UK Council of Caldicott Guardians was established in 2005 as an elected body comprised of Guardians from the health and social care communities. The Council, now called the UK Caldicott Guardian Council, is the national body for Caldicott Guardians and is a sub-group of the National Data Guardian’s Panel. Their website is at: https://www.gov.uk/government/groups/uk-caldicott-guardian-council.


[bookmark: _Toc478499810]Summary
You’ve reached the end of this topic. Here’s a summary of the main points.

[image: C:\Users\damo2\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\60331ROH\481px-Weapon_shield.svg[1].png]
[bookmark: _Toc478499811]What is the information risk management (IRM) structure?
The model consists of four layers: at the top is the Accounting Officer, to whom the Senior Information Risk Owner provides assurances. The Information Asset Owners IAOs are responsible for ensuring that information risk is managed appropriately and for providing assurances to the Senior Information Risk Owner (SIRO). In some organisations, Information Asset Administrators (IAAs) support the IAOs by managing information assets on a day to day basis.
[bookmark: _Toc478499812]What are the main responsibilities of the people involved in IRM?
The Accounting Officer (CEO / Managing Director or equivalent) has overall responsibility for ensuring that information risks are assessed and mitigated to an acceptable level.
The SIRO is an executive Board / senior management team member who is familiar with information risks and provides the focus for the management of information risk at board level. The SIRO is responsible for:
· leading and fostering a culture that values, protects and uses information for the success of the organisation and benefit of its customers;
· owning the organisation’s information risk and incident management framework;
· owning the organisation’s overall information risk policy and risk assessment processes and ensuring they are implemented consistently by IAOs;
· advising the chief executive or relevant accounting officer on the information risk aspects of his/her statement on internal controls.

IAOs are responsible for:
· leading and fostering a culture that values, protects and uses information for the success of the organisation and benefit of its customers;
· knowing what information comprises or is associated with the asset, and understands the nature and justification of information flows to and from the asset;
· knowing who has access to the asset, whether system or information, and why, and ensures access is monitored and compliant with policy;
· Understanding and addressing risks to the asset, and providing assurance to the SIRO.
Other people, including, Caldicott Guardians, information security experts, data protection staff, and information governance generalists, support IAOs and SIROs to identify and mitigate against information risk.
[bookmark: _Toc478499813]What are the main characteristics of the approach to IRM?
The approach needs to:
· be comprehensive  - this means you need to make sure it covers all the information assets in the organisation;
· take full advantage of existing authority and responsibility structures - i.e. don't reinvent something if it is already there;
· associate tasks with appropriate management levels;
· avoid unnecessary impacts on day to day business;
· ensure that all the necessary activities are discharged in an efficient, effective, accountable and visible manner.











[bookmark: _Toc478499814]What is an information asset? [image: C:\Users\damo2\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\KUCAL4BT\blockpage[1].gif][image: C:\Users\damo2\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\VOZ6AZQ8\blockpage[1].gif]
In this topic you’re going to look at identifying information assets (IAs) and consider how information risk management should be conducted. The comprehensive identification of IAs is essential for effective management of information risk.  
[image: C:\Users\damo2\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\WQGGHW2B\Laptop-PC-Smartphone[1].png]?
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	Which of these items do you think are IAs? Tick two or more options from the answers listed below, then read the feedback to check your answer.

	A
	Audit data
	

	B
	Laptop
	

	C
	Data encryption utilities
	

	D
	The server room air conditioning, which is part of the information system
	

	E
	System administrator’s skills and experience
	

	F
	Business continuity and disaster recovery plans for a care records system
	


Feedback: They’re all examples of IAs.
IAs are identifiable and definable assets owned or contracted by an organisation which are ‘valuable’ to the business of that organisation. They come in many shapes and forms, as the list shows you. You’ll find out more about this on the next screen. Also, in the rest of the topic you’ll see how important it is to take all your IAs into account when managing information risk.      [image: ]  Information Assets may also be referred to as digital assets





[bookmark: _Toc478499815]Examples of information assets
As IAs vary so considerably from organisation to organisation, it’s impossible to give a comprehensive list. Which of these items do you think are IAs?
3 
2 




6 
5 
4 

1 



	Tick two or more options from the answers listed below, then read the feedback to check your answer.
	

	1
	Personal information content 
(A paper file with an ID photo attached) 

	· Databases and data files.
· Backup and archive data.
· Audit data. 
· Paper records and reports.
· Case notes.
	

	2
	Software 
(Laptop showing spreadsheet)
	· Applications and system software.
· Data encryption utilities.
· Development and maintenance tools.
	

	3
	Other information content 
(Laptop showing database)
	· Databases and data files.
· Backup and archive data.
· Audit data.
· Paper records and reports.
	

	4
	Hardware (Smart Phone)
	· Computing hardware including PCs, laptops, tablets, networks, printers, smart phones, communications devices e.g. iPhone / android smart phones and USB drives.
	

	5
	System/process documentation (Document labelled ‘Contract’)
	· System information and documentation.
· Operations and support procedures.
· Manuals and training materials.
· Contracts and agreements.
· Business continuity and disaster recovery plans.
	

	6
	Miscellaneous (An individual)
	· Environmental services, e.g. power and server room air conditioning. Servers are dependent on the air-conditioning system to operative effectively and optimally.
· People skills and experience.
	


Feedback: They’re all IAs
[bookmark: _Toc478499816]Categorising and managing information assets 
As you’ve seen, IAs come in many shapes and forms. However, they all share a set of key characteristics.
[image: A person working at a computer and answering a phone call.]
[bookmark: _Toc478499817]What are the key characteristics of information assets?
All IAs:
· are identifiable and their ownership is assignable to an Information Asset Owner (IAO) within the organisation;
· have ‘value’ to the organisation and contribute to satisfying its business objectives;
· are not easily replaceable if lost or damaged beyond repair without significant new financial investment in time or resource;
· form part of the organisation’s overall asset inventory such that their business importance is understood and their risks are managed.
[bookmark: _Toc478499818]How should information assets be categorised?
As you’ve seen IAs can be categorised by what they are – for example, personal information or hardware and software. 
However, it makes good risk management sense to group all of the components that relate to the same information asset or business process together. For example, you might put an IT system, its system documentation, the data held within it and the skills of staff who administer it into one IA category. 
NHS Digital provides a range of optional tools to assist you with developing information asset registers and managing information assets.
[bookmark: _Toc478499819]How are information assets managed?
It is vital that all health and care organisations adhere to Government policy and establish programmes that ensure their IAs are identified and assigned to an IAO. 
Many organisations will already have information asset registers as described in the centrally provided assessment tool (at the time of writing, the NHS Information Governance Toolkit). These should already capture details of the main information systems and record collections. 
However, the focus on information risk management broadens the definition of IAs. Therefore, the SIRO should review the organisation’s information asset register to ensure it is complete and robust.
[bookmark: _Toc478499820]Which information assets should be given priority?
You will be aware that the ‘risk appetite’ across the public sector, where personal data is the information asset in question, is currently extremely low. Therefore where information risk management programmes are constrained by time and resources you must give priority to information assets which comprise or contain personal information about patients or staff.


[bookmark: _Toc478499821]Managing information risks 
At the start of this module we said that information risk is the product of threat and vulnerability. Let us look at the definitions of these in a little more detail with examples.

[image: An equation showing how threat and vulnerability equal risk.]

[bookmark: _Toc478499822]Threat: A potential cause of an event (attack, accident or error) or source of danger. Threats are not always obvious, particularly to those who are not used to considering risks and how to avoid them.
[bookmark: _Toc478499823]Vulnerability: A flaw or weakness of an information asset or group of assets that can be exploited by threat. This could be a design weakness in a system, an undocumented procedure or even an individual. You can help to reduce vulnerability by making yourself less open to attack – but you cannot avoid a threat completely unless you avoid the activity associated with the threat. As with threats, vulnerabilities are not always obvious and need to be identified and considered through appropriate risk management processes, training and education.
[bookmark: _Toc478499824]Risk: The probability of a vulnerability being exploited, potentially leading to a degree of loss of confidentiality, integrity, or availability of an information asset. For example, an opened email attachment that could contain malware and that may infect the system.


[bookmark: _Toc478499825]Acceptable risks 
So, you know that Information Risk Management is about determining and managing an acceptable level of risk. But what is an ‘acceptable level’ of risk? Well, the truth is there’s no standard right or wrong answer to that question. This will depend on various business factors.
[image: C:\Users\damo2\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\VOZ6AZQ8\scales-icon-large[1].jpg]

The definition of acceptable risk, and the approach used to manage risk, may vary for every organisation. Every organisation manages risk, but not always in a way that is obvious, consistent or repeatable. 
Implementing a well-defined information risk management structure and process helps to ensure that everyone within the organisation understands the risks they face and knows the practices to adopt to manage, control or eliminate them. 
Although the phrase ‘Information Risk Management’ may sound off-putting, it should actually be viewed as a constructive, experience improving process and not a limiting one.
It is not a way of identifying reasons why a course of action should not be pursued. Rather it is a way of enabling a direction to be taken on a fully informed basis, being aware of the potential risks involved, and identifying controls or countermeasures to mitigate those risks to an acceptable level. 



[bookmark: _Toc478499826]Successful information risk management 
The benefits of Information Risk Management depend on how it is planned, structured and how widely it is embraced within your organisation. The less consideration and effort that goes into it, the fewer benefits it produces. So what’s the key to successful Information Risk Management?

[image: People working together in an office.]
[bookmark: _Toc478499827]Embed it consistently within the structure of your organisation
The best information risk management processes are the ones that are firmly embedded into the overall management and working culture of your organisation. 
Information risk management should not be a hollow ‘box ticking’ exercise, but synonymous with good management and good governance in general. 
It should be seen as a two way process, which both feeds information up through the organisation to help strategic planning and underpin corporate assurance, but also downwards to help manage risks by supporting employees and providing the necessary guidance and resources. 
[bookmark: _Toc478499828]The information risk management function
The information risk management function may feature within a range of different job roles. However, it is for those individuals with information risk management responsibility to ensure that information risk is assessed and considered on similar terms as other risks faced by the organisation, e.g. financial, legal and operational risks. 
Such staff should be fully aware of the strategic business goals of their organisation, as well as understanding how a disruption to or failure of information assets they have responsibility for can impact on those goals. They will typically undertake risk management functions for one or more information assets and will work with other relevant staff to assess and address identified information risks. Depending on the size and complexity of the organisation, information risk management may be a dedicated role.
[bookmark: _Toc478499829]Don’t eliminate risk altogether
No risk management process can create a completely risk-free environment – nor should it aim to. 
Eliminating organisational risk altogether would go against the best interests of any organisation. If we never took risks, we would never improve the way we work or realise any opportunities.
Instead, effective risk management helps to manage the risks associated with an opportunity so that it is more likely to be achieved. It helps to ensure that damaging things are less likely to happen. 
This means that risk management can actually help your organisation to take on innovative and exciting activities that have a higher level of risk, because everyone understands the risks involved and how to keep them at an acceptable level. This is also true for information risks of the organisation.



[bookmark: _Toc478499830]Summary 
You’ve reached the end of this topic. Here’s a summary of the main points.
[bookmark: _Toc478499831]What are information assets?
Information Assets (IA) are identifiable and definable assets owned or contracted by an organisation which are ‘valuable’ to the business of that organisation.
[bookmark: _Toc478499832]What form do information assets take?
IAs come in all shapes and forms but some of the component categories you will encounter include: 
· personal and other information content
· software
· hardware
· system/process documentation
· environmental services
· people’s skills and experience
[bookmark: _Toc478499833]What is the Government policy about information assets?
It is vital that all health and care organisations establish programmes that ensure their IAs are identified and assigned to an IAO. The SIRO should oversee a review of the asset register to ensure it is complete and robust. 
[bookmark: _Toc478499834]What is information risk management?
Information risk management is the process of determining an acceptable level of risk; assessing the current level of risk; taking steps to reduce risk to the acceptable level, and maintaining or improving that level of risk.
[bookmark: _Toc478499835]What is information risk?
Information risk is the probability of a vulnerability being exploited, potentially leading to a degree of loss of confidentiality, integrity, or availability of an information asset.
[bookmark: _Toc478499836]What is the key to successful information risk management? 
· Firmly embed overall information risk management processes into the overall management and working culture of your organisation.
· Ensure individuals with information risk management responsibility assess and consider information risk on similar terms as other risks faced by the organisation. 
· Don’t attempt to eliminate organisational risk altogether as to do so would go against the best interests of any organisation.

[bookmark: _Toc478499837]Module Summary 
You’ve reached the end of this workbook ‘Introduction to Risk Management for SIROs and IAOs’.
You’ve seen that the aim of information risk management is not to eliminate risk, but rather to provide the structural means to reliably identify prioritise and manage the risks involved in all business activities.
Senior Information Risk Owners and Information Asset Owners play a crucial role in this process.
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You should understand:
· The need for information risk management within health and care.
· The recommended approach to information risk management.
· The role and responsibilities of the Senior Information Risk Owner (SIRO) and Information Asset Owners (IAOs) in providing assurance that information risk is being managed effectively.
· The role of Information Asset Administrators (IAAs) e.g. operational staff, to assist IAOs within larger organisations.
· What is meant by an organisation’s information assets and how risks to them should be identified and managed.
· The key to successful information risk management.


[bookmark: _Toc471813006][bookmark: _Toc478499844][bookmark: _Toc469992578][bookmark: _Toc469994423][bookmark: _Toc471813028][bookmark: Risks4][bookmark: _Toc463263607]Assessment
Attempt all of the following 12 questions, and check with your IG lead whether your responses need to be recorded and logged.
	Question 1: Predictable information risk is generally a product of which two factors? Select two or more options from the answers listed below.

	A
	Cost
	

	B
	Threat
	

	C
	Media interest
	

	D
	Vulnerability
	

	E
	IT failure
	



	Question 2: Complete the sentence: The recommended approach to information risk management is that it should... Select two or more options from the answers listed below.

	A
	Be comprehensive
	

	B
	Take full advantage of existing authority and responsibility structures
	

	C
	Associate tasks with appropriate management levels
	

	D
	Avoid unnecessary impacts on day to day business
	

	E
	Ensure that all the necessary activities are discharged in an efficient, effective, accountable and visible manner
	



	Question 3: Which of the following are objectives of information risk management?
Select two or more options from the answers listed below.

	A
	Eliminating all identified information risks
	

	B
	Identifying risks
	

	C
	Improving press relations
	

	D
	Meeting legal and statutory requirements
	

	E
	Reducing risk
	

	F
	Protecting heath and care organisations and their service users from adverse consequences
	


       




	Question 4: Who is primarily responsible for cultivating a practice of protecting, valuing and correctly using information for the benefit of health and social care and its service user? Select two or more options from the answers listed below.

	A
	CEOs
	

	B
	SIROs
	

	C
	IAOs
	

	D
	The IT Department / supplier
	



	Question 5: Incidents can never be entirely avoided so what should the SIROs goal be in terms of the corporate management of information incidents? Select one option from the answers listed below.

	A
	The SIRO needs to investigate every incident personally
	

	B
	The SIRO should ensure that the organisation never gets blamed for incidents in the media
	

	C
	The SIRO needs to ensure that all staff are aware that they will be dismissed if they are involved in any sort of incident that embarrasses the organisation
	

	D
	The SIRO needs to establish a corporate culture in which, when things do go wrong, people are confident enough to share the lessons learned
	



	Question 6: How regularly should IAOs undertake information risk assessment reviews? Select two or more options from the answers listed below.

	A
	Whenever other work pressures permit
	

	B
	Ideally, every three months for important assets
	

	C
	At least annually to provide the SIRO with assurance that information risks are being managed effectively
	

	D
	Whenever an incident occurs, no matter how trivial
	





	Question 7: Who should ensure that procedures for authorising use of an information asset are both robust and implemented? Select one option from the answers listed below.

	A
	The Caldicott Guardian
	

	B
	The Head of IM&T
	

	C
	The IAO
	

	D
	The SIRO 
	



	Question 8: The responsibilities of an Information Asset Owner include? 
Select two or more options from the answers listed below.

	A
	Undertaking regular risk assessment reviews for all ‘owned’ information assets
	

	B
	Escalating risks to the SIRO where appropriate and making the case where necessary for new investment to secure ‘owned’ assets
	

	C
	Carrying out privacy impact assessments for all new projects that meet the criteria specified by the Information Commissioner
	

	D
	Providing an annual written assessment to the SIRO for all assets ‘owned’ by them
	



	Question 9: Which roles might help an IAO to conduct an information risk review?
Select two or more options from the answers listed below.

	A
	Information Security Officer
	

	B
	Caldicott Guardian	
	

	C
	Local journalists
	

	D
	Records Managers
	

	E
	Operational staff working with an information asset
	



	Question 10: Which of the following are information assets or components of such?
Select two or more options from the answers listed below.

	A
	Personal information
	

	B
	Software
	

	C
	IT hardware
	

	D
	System documentation
	

	E
	The skills and knowledge of a system administrator
	



	
Question 11: It often makes sense to group information assets. Which of the following might be an appropriate information asset group? Select one option from the answers listed below.

	A
	All of the information assets that Board / senior management team members use in their day to day work
	

	B
	A pathology system, the organisation’s information security policy and the Records Management Department
	

	C
	All staff and patient records
	

	D
	An IT system, its system documentation, the data held within it and the skills of staff who administer it
	



	Question 12: Where time and resources are constrained, which of the following information assets should be given priority in respect of safeguards and controls?
Select one option from the answers listed below.

	A
	IT hardware and software
	

	B
	Contracts and agreements
	

	C
	Patient and staff personal information
	

	D
	Business and continuity plans
	


[bookmark: _GoBack]
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